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exposure. While many are confident in their security strategies and processes, 
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SU
M

M
AR

Y Dark Reading’s 2019 Strategic Security Survey shows that many companies are uncertain 
about their data breach exposure because of growing threat sophistication, increasing 
attack volumes, and many other factors. A high percentage of IT leaders see employees as 
presenting as big a breach risk as external cybercriminals and nation-state actors. 

Dark Reading asked 150 IT and security professionals about their security challenges, breach 
risks, and preparedness to address them. Respondents represented organizations from 
over a dozen industries ranging in size from fewer than 500 employees to more than 5,000 
employees. Survey participants included professionals who identified themselves as CIOs, 
CISOs, CTOs, systems administrators, and IT staff. 

The results show that security leaders are scrambling to get a handle on their organization’s 
risk posture. While many are confident in their security strategies and processes, they also 
are more concerned than ever about getting breached. Fueling those concerns are a slew of 
issues, including a fast-changing threat landscape, the growing adoption of cloud and mobile 
technologies, and careless or negligent end users who undermine organizational security. 

A growing number of organizations have added threat intelligence services to their portfolio 
of risk assessment capabilities in an attempt to better understand and prioritize risks. For 
many, cybersecurity insurance is on the verge of becoming a mainstream mechanism for risk 
transference.

EXECUTIVE
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The following are some highlights from the survey’s results:

•  88% of IT and security professionals say their organizations are less vulnerable or only about as vulnerable to a 
data breach than a year ago.

• 44% of organizations expect a major data breach in the coming year.

•  67% of survey respondents identify increased threat sophistication as their biggest breach vulnerability; 47% point 
to the volume of attacks.

•  62% of security professionals described end users who are careless or break rules as their biggest data breach risk.

• 42% of IT leaders believe their cloud providers have security vulnerabilities they don’t know about.

• 44% of organizations have subscriptions to between two and four threat intelligence feeds or services.

•  33% of organizations conduct their own cloud security audits. Another 20% want to do it as well but can’t because 
the cloud provider is uncooperative.

• 41% of organizations have a formal security incident management team.

• 34% have an insurance policy specifically for a cybersecurity breach.
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Dark Reading Reports
offer original data and 
insights on the latest trends 
and practices in IT security. 
Compiled and written by 
experts, Dark Reading Reports 
illustrate the plans and 
directions of the cybersecurity 
community and provide advice 
on the steps enterprises can 
take to protect their most 
critical data.

Dark Reading Reports 

Survey Name Dark Reading 2019 Strategic Security Survey

Survey Date September 2019

Primary Region North America

Number of Respondents 150 technology and cybersecurity professionals at organizations 
with 100 or more employees. The margin of error for the total respondent base (N=150) is 
+/-7.9 percentage points.

Purpose Dark Reading surveyed technology and IT cybersecurity professionals to uncover 
issues and attitudes related to data breach risk assessment and mitigation.

Methodology  The survey queried decision-makers with IT or IT security job titles at North 
American organizations. Questions centered around organizations’ cybersecurity challenges, 
plans, and directions, as well as respondents’ experiences and concerns about data breaches. 
The survey was conducted online. Respondents were recruited via an emailed invitation 
containing an embedded link to the survey. The email was sent to a select group of Informa’s 
qualified database; Informa is the parent company of Dark Reading. Informa Tech research 
was responsible for all programming and data analysis. These procedures were carried out in 
strict accordance with standard market research practices.

RESEARCH
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Data Breach Risk Assessment 
Gets Complicated
Growing threat sophistication and attack 
volumes top the list of issues hampering 
the ability of IT security leaders to properly 
assess and address cyber-risk. Many are also 
concerned about careless and negligent 
end users undermining their security efforts. 
Though a high percentage of professionals 
believe their organizations have an effective 
and well-considered data protection strategy, 
many also expect a major data breach in the 
coming year. 

Many are transferring risk via cyber insur-
ance policies. Interest in threat intelligence 
services — as a way to add context to secu-
rity events — is growing. Compared with last 
year, more organizations are using threat 
intelligence as a way to bolster their ability to 
detect and block breaches.

Dark Reading’s 2019 Strategic Security 
Survey shows that 44% of respondents — 
compared with 33% last year — believe a 
major security breach is imminent (Figure 1). 

As in our 2018 survey, security professionals 
are by far the most concerned about end users. 
Sixty-two percent of organizations, compared 
with 61% last year, expect that if they experi-
ence a major data breach in the coming year, 

it will be a negligent end user, or one who 
breaks policy, that causes it (Figure 2). Forty-
five percent say authorized users present the 
greatest threat to their data security this year 
(Figure 3).

One survey respondent describes being 
especially concerned about “unaware and 
absentminded users clicking on bad links 

or attachments, then unleashing all kinds of 
chaos within our organization.”

The high level of concern over end-user 
fallibility isn’t surprising when you consider 
that many breaches these days result from 
employees falling for phishing and other 
social engineering scams such as business 
email compromise. According to Verizon’s 

Figure 1
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Preparedness of Organization
Do you agree with these statements?

My organization has an effective, well-considered strategy
and architecture for defending its most critical data.

I believe that, if implemented effectively, the security technologies
and practices my organization has in place today will prevent data
breaches in the coming year. 

My organization has an effective method for measuring the current
state of its security posture.

I believe my organization has an effective process for measuring
the cybersecurity risk that my organization will face in the coming year.
 
I believe my organization is well-prepared to respond to a major
data breach in the coming year.

My organization has an effective method for measuring the
effectiveness/performance of its security department.

I believe my organization will have to respond to a major data breach
or compromise in the coming year.

65%

63%

63%

52%

49%

47%

44%

17%

26%

15%

22%

28%

29%

34%

14%

7%

17%

22%

18%

19%

17%

4%

4%

5%

4%

5%

5%

5%

Base: 150 respondents in 2019     
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019     

Agree or
strongly

agree

Disagree or
strongly
diaagree

Neutral Don’t
know
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2019 “Data Breach Investigations Report,” 33% 
of all security incidents it investigated in 2018 
involved social engineering attacks. Others 
have pegged that number much higher. 

Targeted attacks (27%) and automated 
malware (22%) are two other significant 
concerns, as are a lack of budget (18%) and 
the skills shortage (20%). About one in six 
organizations (15%) expects a breach of its 
cloud or web services providers.

“For breaches, you have to complement 
your security team no matter what,” says 
Mike Davis, a survey respondent and CISO at 
Alliant Group. With near-zero unemployment, 
qualified security professionals with at least a 
few years experience are hard to find, he says. 
“It’s mandatory to have an effective managed 
detection and response provider who has an 
extensive [security operations center] with 
back-end threat intelligence connections,” 
security information and event management 
(SIEM), and other capabilities, he says. 

The increased concern over data breaches 
comes at a time when breach incidents are 
rising in number. More than 3,800 breaches 
were reported in the first six months of 2019, 
putting it on track to be the worst ever on 
record. The breaches exposed more than  

End users who are negligent or break security policy 

Social engineering attacks that cannot be anticipated/prevented by current technology 

A targeted attack aimed directly at my organization 

Highly sophisticated, automated malware 

A shortage of people and/or skills required to protect my organization’s data 

A lack of budget 

A breach of cloud, network, or web services providers that my security team cannot control 

Failure of current security technology to prevent increasingly sophisticated attacks 

Compromise of a third-party supplier, customer, or contractor 

An attack by nation-state-sponsored hackers 

A lack of support from upper management 

The inability of current security technology to keep up with the latest advances in IT 

The ineffectiveness of end user security awareness programs 

A lack of communication between security, general IT, applications development, and/or service provider teams 

The inability of my security systems/tools to effectively work together 

Top Causes of Major Breach
If your organization experiences a major breach within the coming year, what will most likely
be the cause?

Note: Maximum of three responses allowed     
Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019        

60

62%

29%

27%

22%

20%

18%

15%

13%

12%

9%

9%

9%

7%

5%

5%

61%

24%

26%

28%

18%

10%

18%

20%

11%

9%

8%

7%

8%

7%

10%

2019 2018

Figure 2
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4.1 billion records containing sensitive data, 
including Social Security numbers, bank and 
credit card information, and credentials to 
online accounts. 

The Ponemon Institute earlier this year 
estimated that US organizations currently 

spend an average of $8.19 million per breach, 
which is more than double the global aver-
age. Healthcare, government, and academic 
organizations have been hard hit, especially 
in ransomware attacks.

Significantly, enterprise concerns over 

data breaches are higher than in our previ-
ous survey, even though a majority of survey 
respondents believe their vulnerability profile 
itself has not changed much over the past year. 

When we asked respondents whether 
their organizations were more vulnerable 
to security breaches compared with a year 
ago, only 12% in Dark Reading’s survey 
reply in the affirmative this year, compared 
with 19% in 2018 and 17% the year before 
that. The remaining 88% say they were 
either less vulnerable to a data breach or 
had maintained the status quo over the 
past 12 months (Figure 4). One example is 
Joe Mrazik, network administrator at Kaas 
Tailored and a survey participant. “I have the 
same level of concern as last year; not much 
has changed,” says Mrazik. “The threat land-
scape is evolving, but in most cases, I feel like 
I have it covered.”

Breach concerns have grown over the past 
year, though more organizations also believe 
they have an effective architecture and 
strategy for protecting data and for measur-
ing their current security posture. Sixty-five 
percent of our survey respondents agree 
they have an effective strategy for addressing 

FAST FACT

44%
believe they will have to 
respond to a major data breach 
in the next year.

Dark Reading Reports

Cybercriminals

Authorized users or employees

Application vulnerabilities

Foreign governments

Contracted service providers, consultants, or auditors

Public interest groups or hacktivists

External users

Customers

Competitors

Our own government

Top Security Threats
Which of the following pose the greatest threat to the security of your data in 2019? 

Note: Maximum of three responses allowed     
Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019        

55%

45%

43%

22%

17%

17%

15%

14%

9%

2%

54%

44%

42%

11%

22%

16%

19%

14%

11%

2%

2019 2018

Figure 3
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threats, compared with 56% last year; 63% in 
the 2019 survey express confidence in their 
ability to gauge their current security posture 
versus 59% last year.  

Understanding Cyber-Risk
Why are so many organizations more 
concerned about data breaches compared 
with the previous two years despite a gener-
ally more upbeat assessment of their security 

capabilities?
The answer would appear to lie in the sheer 

variety of risks that organizations have to 
manage these days, ranging from malware 
and cybercriminals to cloud and mobile 
adoption trends, to risks caused by budget 
and staffing and outsourcing issues. The 
concerns are being exacerbated by fears of 
end users engaging in behavior that would 
compromise enterprise data security. 

While a growing number of organizations 
have begun using threat intelligence services 
to better understand external risks, many 
other are not and therefore likely to have a 
less-than-complete understanding of their 
exposure to cyber-risk.

Increasing threat sophistication and attack 
volumes appear to be two of the top factors 
that are making it harder for organizations 
to get a proper handle on their cyber-risk 
posture. Sixty-seven percent — or more than 
two-thirds — identify threat sophistication as 
their primary data breach risk in our survey 
this year. The number is substantially higher 
than the 60% and 55% who felt the same 
way last year and in 2017, respectively.  

Similarly, 47% — compared with 38% and 
34% in 2018 and 2017, respectively — say 
the sheer volume of attacks is putting them 
at risk of a data breach. The concerns are 
consistent with what others have reported 
in recent months. In 2018, there were 10.52 
billion attacks — a record — caused by 
malware and nearly 391,700 attack variants. 
Internet of Things attacks increased 217% 
from 2017.

Threat sophistication and attack volume 
are not the only factors that organizations 

Dark Reading Reports

Vulnerability to Security Breaches
Is your organization more vulnerable to security breaches than it was a year ago?

Yes

About the same

No

Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019     

34%

54%

12%

2019

33%

48%

19%

2018

Figure 4
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have to consider when assessing data breach 
risks. Our survey revealed a high level of 
concern about the risks posed by growing 
data volumes, shortage of security staff, soft-
ware vulnerabilities, inadequate budgets, 
patching practices, and a slew of other issues.

Fifty-three percent say they feel more 
vulnerable to data breaches because threat 
actors have more ways to attack them these 
days than in the past (Figure 5). Those 
concerns are likely being fueled by cloud 
migration and enterprise mobility trends, 
both of which have given attackers signifi-
cantly more targets to go after — and 
defenders more endpoints to protect.

Twenty-seven percent of the respondents 
in Dark Reading’s 2019 Strategic Security 
Survey, for example, cite increased use of 
public cloud services as elevating their data 
breach risk. “[Software-as-a-service] apps will 
proliferate and exacerbate the poor software 
security engineering and API security aspects 
— shared between client and provider,” the 
Alliant Group’s Davis predicts. Over the next 
few years, misconfigurations and a lack of 
basic security hygiene will likely cause more 
data breaches in the cloud than any inherent 

Figure 5

Reasons for Increased Vulnerability
Why is your organization more vulnerable to these attacks than a year ago?  

Note: Maximum of three responses allowed     
Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019     

50

Increased sophistication of threats 

More ways to attack corporate networks 

Increased volume of attacks 

Inadequate information security strategy 

Increasing amount of customer data to secure 

Shortage of skilled security staffers 

Budget constraints 

Internally developed software not written with security in mind 

Lack of patching 

Rapid growth of ransomware 

Use or increased use of public cloud 

Inability to audit/assess outsourcing and/or cloud vendors 

Incompatible or noninteroperable security products 

Use or increased use of mobile devices 

Use or increased use of outsourcing 

Challenges posed by the Internet of Things (IoT) 

Continued vulnerability of key technology products 

Failure to enforce security policies 

Lack of senior management attention or interest

67%

53%

47%

33%

33%

33%

27%

27%

27%

27%

27%

20%

20%

20%

20%

13%

13%

13%

13%

60%

50%

38%

30%

28%

33%

25%

33%

35%

40%

25%

18%

18%

38%

18%

25%

15%

23%

30%

2019 2018
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security weaknesses in cloud security 
services, he says.

A lack of visibility into the cloud providers’ 
security posture is making it harder for some 
organizations to assess cloud breach risk. 
Forty-two percent of organizations believe 
that while their cloud providers have some 
security capabilities, there also are some 
vulnerabilities in the environment that they 
don’t know about (Figure 6). Nearly a quarter 
(24%) are using security services provided by 
the cloud vendor but are unsure about the 
effectiveness of those measures. Only 29% 
are confident in their cloud provider’s secu-
rity controls.

Twenty percent of security profession-
als have similar concerns over enterprise 
mobility. Thirty-nine percent, in fact, view 
smartphones and tablets as posing a signifi-
cant threat to overall organizational security 
(Figure 7). “My greatest risk is my users bring-
ing in devices that will allow [new threats] 
into my isolated environment,” says Kass 
Tailored’s Mrazik. “App traffic that I block to 
other countries has risen dramatically, but I 
am at a loss to stop it.”

Generally, concerns are high over the 
breach risks posed by all endpoints — not 

just mobile devices. As noted earlier, the 
biggest concerns have to do with employ-
ees being socially engineered into installing 
malware or executing some malicious action 
on their devices. Sixty-eight percent of 
respondents say that’s their biggest concern 
— a big increase from the 58% and 57% 
who expressed the same concern in 2018 
and 2017, respectively (Figure 8).

“I consider phishing to be the easiest 
and most productive attack vector used 

by bad actors targeting any organization,” 
says survey respondent Tim Young, CIO at 
Resource Systems Group (RSG). “Based on 
current trends, I believe that this will still be 
one of the most significant attack vectors for 
data breaches in years to come.”

One-third of security and IT professions 
view growing volumes of customer data as 
a data breach risk, and the same proportion 
is concerned over skills availability. More 
than one in four (27%) describes budget 

Figure 6

Assessing Cloud Service Providers’ Capabilities
How would you assess the security capabilities of the cloud service providers you work with?

My providers have some security capabilities, but I think
there might be vulnerabilities that I don’t know about 

My providers have strong security capabilities and I am
confident that my data is secure 

I am using the security services that my providers offer,
but I’m honestly not sure how good or bad they are at security 

I am not confident at all in my providers’ security capabilities,
and I am very concerned about any data my organization puts 
into the cloud 

Base: 150 respondents in 2019     
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019                 

5%

29%

24%
42%

2019
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constraints, vulnerable in-house software, 
improper patching practices, and the rapid 
growth in ransomware as elevating their data 
breach risk. 

At the same time, significantly fewer enter-
prises compared with the last two years 
appear concerned about breach vulner-
ability stemming from a lack of senior 

management support or interest. Only 13% 
in Dark Reading’s 2019 survey cite a lack of 
top management support as an issue, which 
was less than half the 30% who said the same 
thing last year. A somewhat surprising 68% 
say that when their organizations launch a 
new business initiative, the security team typi-
cally gets involved during the initial planning 

or implementation phase (Figure 9).
Our data shows that organizations have ex- 

perienced breaches from phishing campaigns, 
malware, ransomware, targeted attacks, and 
an array of other reasons. Criminal gangs and 
state-sponsored actors have been equally 
active in launching attacks, and end users are 
a major concern.

From a threat actor standpoint, many orga-
nizations appear especially worried about 
groups sponsored by foreign governments. 
Twenty-two percent in the 2019 survey iden-
tify such groups as posing the greatest threat 
to their data security — exactly double the 
proportion as last year. 

The basis for the rising concern is likely 
rooted in several recent reports about 
heightened activity by — and the growing 
sophistication of — advanced persistent 
threat groups operating out of countries 
such as China, Russia, North Korea, and 
Iran. Many of these groups have developed 
sophisticated tactics, techniques, and proce-
dures (TTPs) that they are employing in 
attacks on targeted entities in critical infra-
structure sectors. 

Among the most concerning have been 

Figure 7

Mobile Device Threat
Do you believe mobile devices, such as smartphones and tablets, pose a threat to your
organization’s security?

Yes, a significant threat

Yes, a minor threat

Not yet, but they will

No

Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019         

5%

47%

9%

39%

49%

4%

16%

2019 2018

31%

Dark Reading Reports

https://go.crowdstrike.com/2019-Global-Threat-Report.html?ctm_campaign=2019GTR_Google_Search&ctm_source=Google&ctm_medium=PPC&ctm_term=advanced%20persistent%20threat&gclid=EAIaIQobChMIkP3Bu-GK5QIVFLvsCh0vRwxWEAAYAiAAEgKWqfD_BwE
https://go.crowdstrike.com/2019-Global-Threat-Report.html?ctm_campaign=2019GTR_Google_Search&ctm_source=Google&ctm_medium=PPC&ctm_term=advanced%20persistent%20threat&gclid=EAIaIQobChMIkP3Bu-GK5QIVFLvsCh0vRwxWEAAYAiAAEgKWqfD_BwE
https://www.informationweek.com/whitepaper/company/detail/342


October 2019  14

Table of Contents

Assessing Cybersecurity Risk in Today’s Enterprises

attacks targeting cloud service providers. 
The motives have ranged from cyber espi-
onage and spying to sabotage and political 
gain. Survey respondent Scott McEntee, who 
is a senior software engineer at Integrated 
Logistics 2000, says his organization expe-
rienced such an attack. “Earlier last year, we 
had an attempted attack from a China IP 

trying to enter our system,” McEntee says. 
“We locked down our IT services until we 
knew that it was eradicated.”

While concern over foreign actors is 
growing rapidly, most enterprises still view 
financially motivated cybercriminals as 
a bigger risk — for the moment, at least. 
Fifty-five percent of IT and security leaders 

identified cybercriminals as the biggest 
threat to their data security. 

Some other potential threat sources that 
organization consider when assessing breach 
risk include contractors and external users, 
hacktivists, customers, and competitors. 
Generally, though, a substantially smaller 
proportion of organizations are concerned 
about the breach risks posed by these threat 
actors compared with cybercriminals and 
employees.

Measures for Assessing Cyber-Risk
Dark Reading’s 2019 Strategic Security 
Survey shows that organizations have imple-
mented a variety of measures and best 
practices for assessing cyber-risk.

One noticeable data point is the increased 
use of threat intelligence services. Organ-
izations that are struggling to make sense of 
the threats ranged against them are increas-
ingly using external threat information to 
prioritize risks. Many are combining secu-
rity event and alert data from their internal 
systems with externally gathered data about 
threat actors and their TTPs. The goal is to 
gain a better understanding of pertinent 

Dark Reading Reports

Figure 8

Users being socially engineered via phishing or other scams

An infected personal device connecting to the corporate network

Compromise of privileged users or system administrators

Web-based malware downloaded by a user

Malicious apps downloaded by a user

Loss of a device that has sensitive information

Theft of data via uploading to a personal device

User suffering a personal loss, such as identity or bank theft, via a corporate-issued device

Top Endpoint Security Concerns
What are your most significant endpoint security concerns? 

Note: Maximum of three responses allowed     
Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019            
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25%
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risks and how to respond to them. Security 
researchers have described such services as 
key to helping resource-strapped organiza-
tions bolster breach defenses.

“External threat intelligence is extremely 
useful for critical infrastructure industries 
that are targets of nation-state actions,” says 
Pete Lindstrom, an analyst with IDC. Threat 
intelligence services can especially help 
organizations assess low and slow attacks 
— or low-likelihood, high-impact events, he 
says. “Because they don’t happen often, it is 
easy to believe they are fantasy and don’t 
apply,” he says.

Twenty-nine percent of organizations 
currently use threat intelligence services 
as part of their risk assessment portfolio — 
and 12% consider it one of their top three 
security practices. Among the organizations 
using threat intelligence services, 44% are 
subscribed to between two and four threat 
intelligence feeds, compared with just 30% 
last year. Six percent of the organizations in 
our 2019 survey have subscribed to five or 
more threat intelligence feeds or services 
(Figures 10, 11, and 12).

What other security measures have 

businesses implemented to assess cyber-
risk? Forty-four percent have mechanisms 
for virus and worm analysis, and 39% can 
analyze other sorts of malware as well. Forty 
percent, or about the same proportion as 
last year, have a formal cyber-risk analysis 
and assessment capability; 32% monitor 
employee behavior for suspicious activity; 
and 27% do internal penetration testing to 

identify potential security weaknesses. 
About 39% of organizations have imple-

mented a security information and event 
management capability to aggregate and 
analyze logs and security event data from 
internal systems. The number represents 
a slight increase from the 35% of organiza-
tions that said they were using SIEM last year. 
A SIEM or similar capability is critical to the 
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Figure 9

Security’s Involvement in Business Initiatives
When your organization begins a major business initiative, when does the IT security organization
typically get involved?

During the initial
planning phases 

As part of the 
implementation
process 

At the last minute,
right before launch 

After it’s been rolled out 

Security is never asked 

Don’t know 

Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019

39%

12%

6%

6%
8%

29%

15%

33%

6%

7%
6%

2019 2018

33%

FAST FACT

68%
report their biggest fear is 
that employees will be socially 
engineered via phishing or 
other scams.
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ability for large organizations especially to 
fully benefit from threat intelligence services.

Lindstrom says that for many organiza-
tions, the wrong focus can complicate the 
risk assessment challenges. “Many compa-
nies have been tricked by compliance 
activities into believing that control weak-
nesses are risks,” he says. “Though they are in 
a derivative way, the core risks we have are 
associated with confidentiality, integrity, and 
availability of data and resources.”

The cloud is one area where organizations 
still appear not to have a full understating of 
risk. A survey of the state of cloud monitoring 
that Dimensional Research conducted this 
year on behalf of Ixia showed that companies 
have very little visibility into their data and 
applications in public cloud environments. 
The research showed that many compa-
nies migrating data to the cloud are unable 
to track issues and the tools that cloud 
providers supply for the task are inadequate. 
Eighty-seven percent in the Dimensional 
survey said a lack of visibility is masking their 
ability to see cloud security threats.

The same concern was evident in Dark 
Reading’s 2019 Strategic Security Survey. 

Figure 10

End user security awareness training

Multifactor authentication

Strong passwords

Virus and worm detection and analysis

Incident response team

Risk analysis and risk assessment

Internal security information and event analysis

Malware analysis

Monitoring employee behavior

DevOps

Threat intelligence analysis

Internal penetration testing

Cloud security management tools/services 

Forensics or advanced threat detection

Secure development processes or source-code auditing

Offensive security program

Attacker attribution

Security Practices and Disciplines
Which of these practices or disciplines are currently in use in your organization?

Note: Multiple responses allowed     
Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019           
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5%
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Forty-two percent don’t know what 
vulnerabilities might exist in their cloud 
environment, and 24% are unsure about 
the quality of their cloud security services 
(Figure 13). Significantly — and some-
what troublingly for companies — 20% 
say they want to conduct their own cloud 
security audits but are not able to because 
their providers are uncooperative. While 
33% percent appear to have the clout to 
conduct their own security audits in public 
cloud environments, 20% rely on their cloud 
providers’ self-audit (Figure 14). 

The high level of concern over end-user 
risks has, not surprisingly, evoked a strong 
response from a high percentage of IT and 
security leaders. Our survey shows organi-
zations have implemented more end-user 
security awareness training programs (72%) 
than any other measure for mitigating 
breach risks. Fifty-two percent identified it 
as one of the security practices they would 
absolutely retain if they were allowed to keep 
just three. 

The emphasis on user training is consistent 
with the concern that several respondents 
expressed in response to an open-ended 

Figure 11

End user security awareness training

Multifactor authentication

Strong passwords

Incident response team

Virus and worm detection and analysis

DevOps

Internal security information and event analysis

Risk analysis and risk assessment

Threat intelligence analysis

Malware analysis

Monitoring employee behavior

Cloud security management tools/services 

Internal penetration testing

Secure development processes or source-code auditing

Offensive security program

Forensics or advanced threat detection

Attacker attribution

Most Valuable Security Practices
You can keep only three of these practices. Which ones stay?

Note: Multiple responses allowed     
Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019           
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question in our survey. “The nature of our 
business makes us a strong and direct 
target,” one respondent says. “Phishing is 
a huge threat. Ten percent of the staff fail 
phishing simulations; this leaves a large 
number of opportunities” for attackers. 
Another respondent describes the biggest 
threat to data security as the “the sheer 
volume of internal targets and too [many] 
users that are all too willing to find ways to 

get around any controls.”
Our data suggests that while many organi-

zations are concerned about data breaches, 
not all are prepared to respond to an actual 
incident. Only 41% indicate they had a 
formal security operations center or incident 
management team for responding to a breach. 
Forty-two percent are still only in the process 
of setting up such a capability, while 17% have 
no intention of doing so (Figure 15).

One reason could simply be a lack of avail-
able skills. More than a third of organizations 
(38%) have between one and three full-time 
security staffers, and 21% have between four 
and 10 cybersecurity employees. Only about 
one in seven companies had 25 or more 
dedicated solely to cybersecurity (Figure 16).

“It’s critical for organizations to have a 
formal security incident management team 
for dealing with potential data breaches,” 
RSG’s Young says. “To be fully effective in 
responding to any cyberattack, this team 
should include personnel from IT, data 
privacy, legal, human resources, executive 
management, and a cybersecurity partner.”

A little unexpectedly, our data shows that 
a high percentage of organizations are bull-
ish about their ability to find and hire skilled 
staff. Sixty-three percent believe they could 
easily hire enough skilled staff to address 
current threats, and 32% expect the skills 
shortage outlook to improve in the next 12 
to 24 months (Figures 17 and 18).

Adoption of cyber insurance as a risk-trans-
ference mechanism is growing. Thirty-four 
percent of organizations are covered by an 
insurance policy specifically for cybersecu-
rity breaches — up significantly 20% last year 

Figure 12

Threat Intelligence Service
Does your organization currently subscribe to a threat intelligence service or feed?

Yes, one 

Yes, two to four 

Yes, five or more 

No, but we plan to
add at least one in
the coming year 

No, and no plans 

Base: 150 respondents in 2019     
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019
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and 17% in 2017. Another 21% are covered 
for data breaches under a broader business 
insurance policy (Figure 19).

“One of the primary benefits of having 

cyber insurance in place is to have the 
insurer cover the organization for loss of 
income or increased costs while the busi-
ness deals with recovery from a cyberattack,” 

Young says. Insurance can play a key role in 
building cyber resilience and needs to be a 
component of any comprehensive informa-
tion security strategy, he says.

Conclusion
A high percentage of organizations expect 
a major data breach in the coming year 
despite implementing an array of security 
best practices and disciplines. Growing threat 
sophistication and massive attack volumes 
are making it harder for IT security leaders to 
gauge their organization’s exposure to security 
incidents. Careless and negligent employees 
have heightened data breach fears, and the 
growing adoption of cloud and mobile tech-
nologies has many organizations worried 
about their increase exposure to cyberat-
tacks. A growing number of organizations are 
tapping threat intelligence services to bolster 
their breach defenses and using cyber insur-
ance as a mechanism for transferring risk.

Dark Reading Reports

Figure 13

Assessing Cloud Service Providers’ Capabilities
How would you assess the security capabilities of the cloud service providers you work with?

My providers have some security capabilities, but I think
there might be vulnerabilities that I don’t know about 

My providers have strong security capabilities and I am
confident that my data is secure 

I am using the security services that my providers offer,
but I’m honestly not sure how good or bad they are at security 

I am not confident at all in my providers’ security capabilities,
and I am very concerned about any data my organization puts 
into the cloud 

Base: 150 respondents in 2019     
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019                 
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Figure 14

Risk Assessment of Cloud Providers
Does your organization perform its own risk assessments of cloud service providers?

Yes; we conduct our
own audits

We want to conduct our
own audits, but providers
are generally
uncooperative

No; we use providers'
self-audit reports

No

Other

We do not use
cloud services

Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019              
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Figure 15

Formal Security Incident Management Team
Does your organization have a formal security operations center or team that actively manages
security incidents and events as they are generated?

Yes

No, but we are
building one
within the next year

No

Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019            
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Figure 16

Dedicated Cybersecurity Staff
How many individuals in your organization are dedicated solely to the role of cybersecurity?

None 

1

2 to 3 

4 to 6 

7 to 10 

11 to 15 

16 to 25 

26 to 100 

101 to 500 

More than 500 

Don’t know 
Base: 300 respondents in 2018; not asked in 2017         
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019        
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Figure 17

Ability to Hire Skilled Staff
Agree or disagree: We have or can easily hire enough skilled people to meet the threats our
organization will face this year.

Strongly agree

Somewhat agree

Somewhat disagree

Strongly disagree

Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019
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Figure 18

Skills Shortage Outlook
In the next 12 to 24 months, the security skills shortage will ...

Improve significantly

Improve somewhat

Stay about the same

Get somewhat worse

Get much worse

There is no security
skills shortage

Base: 150 respondents in 2019; 300 respondents in 2018      
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019
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Figure 19

Cyberbreach or Cyber-Risk Insurance
Does your organization have a cyberbreach or cyber-risk insurance policy?

Yes, we are covered
for cybersecurity
breaches under a
broader business
insurance policy

Yes, we have an
insurance policy
specifically for
cybersecurity breaches

No

Don’t know

Base: 150 respondents in 2019; 300 respondents in 2018            
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019            
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Figure 20

Respondent Job Title
Which of the following best describes your job title?

Information security department staff 

Information security department manager 

Network/system administrator 

IT executive (CIO, CTO) 

Chief security officer 

IT director/head 

Information security director/head 

President/CEO/managing director 

Internal auditor 

Non-IT/security director/VP 

CFO/financial director 

Other
Base: 150 respondents in 2019     
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019
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Figure 21

Banking/financial services/VC/accounting 

Healthcare/pharmaceutical/biotech/biomedical 

Education 

Government 

Computer or technology manufacturer/tech vendor 

Transportation/logistics 

Manufacturing & process (non-computer) 

Consulting/business services 

Communications carrier/service provider 

Nonprofit/trade association 

Aerospace 

Legal 

Agriculture/mining/oil/gas 

Media/marketing/advertising 

Travel/hospitality/recreation/entertainment 

Other

Respondent Industry
How did your organization determine the amount of insurance needed?

Base: 150 respondents in 2019
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019
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Figure 22

Respondent Company Size
Approximately how many employees are
in your organization?

100 to 499 

500 to 999 

1,000 to 4,999 

5,000 or more

Base: 150 respondents in 2019     
Data: Dark Reading survey of technology and cybersecurity professionals 
at organizations with 100 or more employees, September 2019
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Figure 23

Respondent Company Revenue
What is the annual revenue of your entire organization?

Less than $6 million 

$6 million to $49.9 million 

$50 million to $99.9 million 

$100 million to $499.9 million 

$500 million to $999.9 million 

$1 billion to $4.9 billion 

$5 billion or more 

Government/nonprofit 

Don’t know/decline to answer

Base: 150 respondents in 2019     
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, September 2019
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