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FOREWORD
The COVID-19 pandemic will forever be remembered for he disruption it imposed on
everyday life and business. It forced our private and work lives down paths we never
expected, including accelerating our digital transformation evolution.
The pandemic will also be remembered as the catalyst for exploding cyberattacks,
leading to incidents that transformed society. Since the pandemic began, Anomali
Threat Research intelligence analysts have been tracking related malicious cyber
activity. In March 2020, as the pandemic was starting, they reported on more
than 6,200 related indicators of compromise (IOCs), at least 15 distinct campaigns
associated with 11 threat actors, 39 different malware families, and 80 various MITRE
AT T&CK techniques in use. All of those numbers have continued to grow since
then, as malicious actors have capitalized on the long shelf-life of pandemic-themed
campaigns.
The spike in malicious activity related to COVID-19, combined with the shift to remote
work and almost full adoption of smartphones by adults, makes it easy to conclude
that the threats introduced by COVID-19 against consumers and public and private
sector organizations will continue to rise.
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THE CASE FOR INCREASED CYBERSECURITY
Attackers are always looking to prey on the public’s fears, and the pandemic has been no exception. The use of COVID-19
themes for malicious activities reflects threat actors’ view of the pandemic as an opportunity to capitalize on people’s strong
interest in COVID-19-related news, information, and solutions. Adversaries have taken advantage of the situation to spoof
COVID-19-related websites, send phishing emails and smishing messages, and to launch malware via fake contact tracing apps,
as they seek to exploit the vulnerability of employees working from home and other remote locations.
With it becoming increasingly clear that an important digital transformation use case will revolve around returning life to
normal, Anomali commissioned a Harris Poll survey focused on consumer attitudes towards COVID-19 digital vaccination
cards. Responses were gathered from more than 2,000 adults 18 and older in the United States and more than 1,000 adults
18 and over in the United Kingdom. They showed that consumers are more connected than they’ve ever been, willing to
adopt digital vaccination cards under certain conditions, and aware of the risks. They also show that public and private sector
organizations need to take steps to ensure resiliency, detect threats, and respond to incidents, as consumers, who are also
employees, are open to solutions that will further expand attack surfaces.
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The survey showed that almost all adults in the
US (93%) and UK (89%) have smartphones capable
supporting COVID-19 digital vaccination cards.
If COVID-19 digital vaccination cards become a
requirement for certain activities (traveling, visiting
sports venues, school attendance, entering a store
or government building, etc. ), 68% of Americans and
79% of Brits say they are “somewhat” to “very “ likely
to use them.
The number of consumers with smartphones already
represents a substantial attack surface, which will
further expand when digital vaccination cards added
to them.

4

NEARLY EVERYONE HAS A SMARTPHONE CAPABLE OF
SUPPORTING COVID-19 DIGITAL VACCINATION CARDS
Smartphone Ownership

BASE: ADULTS 18+ (US: n=2,021; UK: 1,007)
Q1 What type of smart phone do you own?

Indicates significantly higher between
the 2 countries at 95% confidence
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AMERICANS AND BRITS WILL CONSIDER COVID-19
DIGITAL VACCINE CARDS; CYBERSECURITY
CONCERNS MAY STALL ADOPTION
Likelihood to Get Vaccination Card

BASE: ADULTS 18+ (US: n=2,021; UK: 1,007)
Q2 If COVID-19 vaccine verification becomes a requirement for certain activities,
how likely are you to get a digital vaccine verification card?

Indicates significantly higher between
the 2 countries at 95% confidence
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People who add digital vaccine cards to their devices
may be accelerating their opportunities to return to
everyday life. But such cards could provide adversaries
with more opportunities to hack their devices, steal
data, and execute ransomware attacks.

45% of Americas and 54% of Brits say they are
very “likely” to use COVID-19 digital vaccination
cards if they become a requirement for certain
activities, such as traveling, attending sports
venues, school attendance, entering a store
or government building, etc. However, doubt
remains, as 23% of Americans and 26% of Brits
said they are “somewhat” likely. A full 32% of
Americans rejected the idea of using digital
vaccine cards (i.e., were not very or not at all
likely to use them), as did 21% of Brits.

Consumers aren’t the only segment at risk. As digital
vaccine cards enter the mainstream, cybercriminals
could start targeting employees on their work emails
with phishing attacks, hoping they will click on malicious
links and attachments masquerading as legitimate
information about vaccination cards. Like all phishing
campaigns, if successful, they will enable threat actors to
gain access to corporate and government networks.
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Cybersecurity Fears May Stall COVID-19 Digital Vaccine Card
Adoption in the United States and United Kingdom, Identity
Theft and Fake Cards Top List of Concerns
The technology industry stepped up its game over the course of the pandemic, introducing everything from contact tracing
apps to online test scheduling and results tracking to COVID-19 digital passes that are helping employees return to work safely.
The easing of restrictions, rise in cyberattacks, and consumers’ willingness to use their smartphones to break free from
restrictive lockdowns are at a nexus, something that today’s consumers appear to recognize. As demonstrated in a previous
finding, people are open to using digital vaccine cards but not at the same rate as actual smartphone ownership.
Respondents have legitimate fears, which the public and private sector needs to find ways to mitigate. This will not only help
these entities to remain protected, but also possibly help build confidence in consumers’ willingness to utilize solutions that can
help end the pandemic.
We found that more than three-quarters of respondents 80% U.S. and 76% UK have cybersecurity fears around the use of
digital vaccine cards, with a majority focused on:
• Identity theft
• Smartphone attacks leveraging fake cards
• Disruption to business, government, and consumers
• Increased threats from nation-state cyber actors
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MAJORITY ARE CONCERNED, AND EXPECT AT LEAST
MODERATE DISRUPTION CAUSED BY AN ATTACK
Disruption Caused by Cybersecurity Attack

Over 6 in 10 U.S. and UK adults anticipate a significant or moderate disruption to business, governments, and consumers in
the case of a cybersecurity attack on digital vaccination cards.

BASE: ADULTS 18+ (US: n=2,021; UK: 1,007) | Q5 Suppose digital vaccination
verification cards become widely adopted, how much of a disruption do you expect a
cybersecurity attack would cause to business, governments, and consumers using them?

Indicates significantly higher between
the 2 countries at 95% confidence
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DIFFERING OPINIONS ON LIKELY PARTIES TO ATTACK
DIGITAL VACCINE CARDS
Likely Responsible Party for Cyberattack

The American public views nation-state actors as the most likely entity to take advantage of digital vaccine verification cards.
In contrast, the British public considers organized cybercriminal gangs to be the top threat.

BASE: ADULTS 18+ (US: n=2,021; UK: 1,007)
Q6 Who or what do you think is the most likely person or entity to take advantage of
digital vaccine verification cards to conduct a cyberattack?

Indicates significantly higher between
the 2 countries at 95% confidence
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MAJORITY CONCERNED ABOUT SECURITY OF
DIGITAL VACCINE CARDS
Types of Cybersecurity Concerns

Although most consumers are open to COVID-19 digital vaccination cards, they are also aware of the risks. More than
three-quarters expressed specific cybersecurity concerns.

BASE: ADULTS 18+ (US: n=2,021; UK: 1,007)
Q4 What cybersecurity concerns do you have when it comes to digital vaccine
verification cards?

Indicates significantly higher between
the 2 countries at 95% confidence
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These fears appear to be well-founded,
as Anomali and other cybersecurity
companies have continued to update lists
of pandemic-related cyberattacks since
they began in March 2020.
At least one top fear aligned with findings
Anomali Threat Research analysts
identified and made publicly available.
In June 2020, we reported that threat
actors were using fake COVID-19
contact tracing apps to infiltrate Android
smartphones across Europe, the Middle
East, APAC, and Latin America. The
applications contained malware used
to monitor infected devices and steal
banking credentials and personal data.
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GOVERNMENT
ON THE HOOK
Confidence in defensive capabilities varied
considerably between the US and United
Kingdom, with differing percentage of
the populations viewing government and
private businesses as ready to defend
against a related cyberattack. A majority of
both segments pointed to Government as
most responsible for providing protection.

13

GOVERNMENT OVERWHELMINGLY SEEN AS
RESPONSIBLE TO DEFEND DIGITAL VACCINE CARDS
Responsibility for Defending Digital Vaccine Cards

The majority of Americans and Brits say the responsibility lies with the government to defend digital vaccine verification cards.
Only around one-quarter of respondents saw responsibility among consumers themselves.
BASE: ADULTS 18+ (US: n=2,021; UK: 1,007)
Q7 Where should responsibility lie when it comes to defending digital vaccine
verification card users’ against cyberattacks?

Indicates significantly higher between
the 2 countries at 95% confidence
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THE BRITISH PUBLIC MORE LIKELY TO BELIEVE
GOVERNMENT AND BUSINESS PREPARED TO
DEFEND DIGITAL VACCINE CARDS FROM ATTACK
“Government and private businesses are prepared to defend consumers against
potential cyberattacks on digital vaccination cards.”

Over 6 in 10 adults from the UK agree that government and private businesses are prepared to defend consumers against a
potential cyberattack on digital vaccine cards versus less than half of Americans that believe the same sentiment.

BASE: ADULTS 18+ (US: n=2,021; UK: 1,007)
Q8 How much do you agree or disagree with the following statement:

Indicates significantly higher between
the 2 countries at 95% confidence
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GET AHEAD ON
STANDARDS
Our industry has made strides in establishing standards
when it comes to cybersecurity and compliance, but we’ve
also missed opportunities. PCI Security Standards, the
NIST Cybersecurity Framework, and the MITRE ATT&CK
Framework are examples of wins, but there is certainly
much work to be done. When it comes to hardening things
like digital vaccine cards and COVID-19 travel passports,
consumers may expect standards agencies, government, and
the private sector to work together. Although none have been
established, when asked to pick from a list of organizations
that will most likely be responsible for creating and managing
them, the World Health Organization (WHO) was most
frequently cited by Americans (45%), while the Brits most
frequently chose Government (55%). Ensuring uniformity —
especially for cybersecurity — is a step that should not be
overlooked.
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RESPONSIBILITY FOR COVID-19 PASSPORT STANDARDS
LIES WITH WHO AND THE GOVERNMENT
Responsibility for Standards

UK adults are more likely to cite the government as having primary responsibility versus U.S. adults who are more likely to
select The World Health Organization over the government.
BASE: ADULTS 18+ (US: n=2,021; UK: 1,007)
Q3 In order for the COVID-19 Passport (a type of digital vaccine verification card) to be recognized worldwide, a standard for how information (e.g., names, vaccine status) is
exchanged needs to be produced. Who should be responsible for creating and managing this standard?

Indicates significantly higher between
the 2 countries at 95% confidence
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For COVID-19 digital vaccine cards to be successful,
the public and private sectors will have to collaborate
to develop, deploy, manage, and secure them.
Although consumers on both sides of the Atlantic
agree that the government is the primary entity
responsible for cybersecurity, some see this as a
shared responsibility where individuals also play a
role.
Breaches related to any digital initiative are likely
to occur, so organizations that administer digital
vaccine cards will require the ability to detect, contain
and respond to compromises before they evolve
into catastrophes. Notably, confidence in the UK
government’s ability to keep its citizens protected
has risen since the beginning of the pandemic. In a
survey Anomali conducted with Censuswide in May
2020, nearly half of Brits said they did not trust the
government to keep them safe when it came to digital
contact tracing programs. In contrast, now 64%
believe that the government and the private sector can
protect digital vaccine card users against attacks.
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ANOMALI DELIVERS
TOOLS TO HELP
In response to the growing threat of COVID-19-themed
cyberattacks, Anomali, a leader in intelligence-driven
cybersecurity solutions, publicly released over 6,000 open
source Indicators of Compromise (IOCs) that were collected,
curated, and validated by Anomali researchers. In addition,
Anomali has also released a related Threat Bulletin providing
a narrative description of the attacks being seen. This
actionable threat intelligence identified COVID-19-related
threats and the malicious actors looking to capitalize on
the pandemic. It was made available for organizations to
immediately feed into their cybersecurity technologies to
rapidly and proactively block the identified threats.
Current COVID-19 resources are available for use by
organizations with access to Anomali ThreatStream—
including all of Anomali’s enterprise clients and over 2,000
organizations participating in threat intelligence-sharing
communities powered by Anomali.
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Organizations need advanced capabilities to keep up with
the ever-changing threat landscape, including detecting and
responding to targeted attacks.
The global pandemic has imposed many changes to our
security environments, Anomali can help.
GET THE INFOGRAPHIC

READ THE BLOG

REQUEST A MEETING

Methodology
This survey was conducted online by The Harris Poll on behalf of Anomali from June 30 – July 7, 2021, among 2,021 U.S. adults and 1,007 UK adults aged 18 and older.
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